PEITYBJHNKA CPBHAJA
JOM 3JPABJbA JIATIOBO
Bpoj: 08- 115

Tatym: 27.01.2020.
JIATIOBO

Ha ocnomy unana 8. 3akona o undopmarmonoj GesbenHoct (,,Crysxbenn rnachuk PC”, 6p. 6/2016.
04/2017 i 77/2019), unana 2. Ypenbe o GnwkeM canpixajy akta 0 0e30eIHOCTH HH{(OPMAIIHOHO-KOMYHHUKAITHOHNX
cucTeMa O noceBHOr 3Havaja, HAUMHY TIPOBEpe W calpsKajy M3BELITaja O NpoBepH 0e30CAHOCTH HH(OPMALIMOHO-
KOMYHHMKALMOHKX cHcTeMa oa noceGHor 3Hauaja (..Ca. [nachuk PCY, 0p. 94/2016). wi.26.Cratyta Jloma 31pabika
Jlanioso, Yrpasuu on6op Moma 3apaeba Jlamoso . Ynpasuu oabop [doma sapasssa Jlaroeo naxa 27. 01. 2020.
FOAUHE JOHOCH

MPABHUJHHK
O BE3BEIHOCTH HHO®OPMALIMOHO-KOMYHHUKAIIMOHOI' CHCTEMA
JOMA 3IPABJ/bLA JIAIIOBO

YBogHe oapende

Ynan 1.
_ OBWM TNPaBWTHUKOM, Y CKJIady ca 3akoHOM O HWH(popmaluoHoj GesbeaHoctn n Ypeabom o Ommken
uCii:[p}K'rl‘i}" aKTa O 66'36EJ_LHOCTI/T T’TH{I)OPI\-‘I’dU,HO'HO—KOT\'I}’HI»iKElLLHO'HWX CHCTEMA O] nocedHor 'SHfiqﬁ_iﬁ, HAYUHY MMPOBEPE H
caapikajy m3seliTaja o0 mpoeepu 6e30eAHOCTH MH(OPMALHOHO-KOMYHHKALHOHMX CHCTeMa 01 rmoceOHOr 3Havaja.
yTBPhYjy ce Mepe 3alUTHTE, MPHHLKNM, HAa4MH W MPOLELype MOCTH3aka W OApKaBarbd aleKkBaTHOT HHUBOA
Ge36eHOCTH CHCTeMa, kKao 1 oBnalilickba 1 OATOBOPHOCTH Yy Be3u ca OesdenHowhy u pecypcuma HHGOPMALMOHO-
KOMyHHKauuoHor cucrtema (y namem Tekcry: MKT cucrema) Homa 3gpasma Jlanoso (Y Ha/keM TEKCTY: HOM

371PABThA).

Ynan 2.

1\/13}](‘! [MpomHcdaHe OBUM TIPABUIIHHUKOM Ce 0JHOCE Hd CBe OpraHMi3arimoHe _i.E,-"lI-H-E}-i[J(:‘ HOMa 3IpaBlbd. Hd CcBe
3al1OCIIEHe-KOPHUCHHKES lIH(.lJOpMaTHT-H{HX pecypea (} JIATBEM TEKCTY:! SaﬂOC:—lCI’IH—F\‘O}"}l-IL‘EI!-I](_J._ Ka0 M Ha Tp@hﬂ ITHLa KO_i‘d
KOPHUCTE HH(DOPMATHHKE PECypee 10Ma 31paB/ba.

HenomTopatbe O,H,IJC,[IGH OBOr MpaBHIHHAKA NoBAa4Yyv JUCHUTNIIHHCKY OATOBOPHOCT 3anoceHOr-KOpHCHHKA
uH(OPMATHHKHX pecypcea 1oMa 34pas/ba.

Yaan 3.

[MojenMHK TEPMUHM Y CMUCTTY OBOT NPaBUIHKKA UMajy criefiehe 3Havere:

1) ungopmauuono-komynurauonu cucmem (HKT cucmenm) je TeXHOTONIKO-0PraHU3AINONA HETHHA KOja
obyxsara:

(1) eneKkTpoHCKe KOMYHHKALIMOHE MPEKE Y CMHCITY 3aKOHA KOjH ypeDyje e/eKTPOHCKE KOMYHUKaLlH]e:

(2) vypebaje umu rpyre mehycoGHO HoBe3aHMX ypehaja, TakBux da ce y OKBHpPY ypehaja, 0fHOCHO y
okBupy Gapem jemHor W3 rpyme ypehaja, Bpmu ayTomarcka obpaja mojgaraka KOpHIIiermeMm pauyHapeKor
TIporpamMa;

(3) rmognaTke Koju ce noxpamwyjy, 00paliyjy, mpeTpaxyjy unu npeHoce nomohy cpencrasa us noaray. (1)
1 (2) OBE Ta4Ke. a 'y CBPXY FBHXOBOT paja. ynoTpede, 3aliTuTe UK olpxKaparba:

(4) opraHuzaLKMOHY CTPYKTYPY [yTeMm koje ce ynpasba MKT cucremom:

2) unghopmauuona dezdedrocn TPEICTARBA CKYN Mepa Koje omoryhaeajy ja nofgaiy Kojuma ce PYKYje
nyrem WKT cucrema Gyay samrtuhenn o HeonamfeHOr MNPUCTYTA, Kao M [Ada C€ 3AITHTH HHTETPHTCT.
PACHONOKMBOCT, AYTEHTHYHOCT M HENOPelMBOCT TUX MofaTaka, fa OW Taj cucTeM (DYHKIMOHHCAO KaKO J€
npeasuheno., kaaa je npeaBuljeHo W Mo KOHTPOIOM OBTalNeHUX JHLa;

3) majnocm je cBOjCTBO KOje 3HAUM /1 MOIATAK HUje JAOCTYMaH HEOBMAINEeHHM JTHLHMA;

4) unpezpumem 31a490 OUYBAHOCT H3BOPHOL CallprKaja H KOMILIETHOCTH HOAATKA:

5) pacno.odcugocnt je CBOJCTBO Koje 3HaUM 1a je NOAaTaK A0CTYNaH U yNoTped/bue Ha 3aXTeB OBallfieHux
JMLA OHMIA Kala UM je rotpedaH;

6) aymenmuunocm je CBOJCTBO Koje 3HAUM 1a je Moryhie MpOBEPHTH W TOTBPIMTH /A je MoaTak CTBOPHO
UITH TTOCITA0 OHAj 33 KOora je TeKJIapucaHo Ja je Ty pajitby W3BPLINO;

7) Henopeuusocm TPEACTABbA CMOCOOHOCT AOKA3WBaRka A3 Ce NOoroawna oapehena paama win aa je
HacTynuo oapehenn norahaj, Tako Ja ra HakHagHoO Huje moryhe nopehn;

8) pusuk 3naun mMoryhHOCT HapyllaBaba HH(HOPMaLMOHe Oe30eHOCTH, 0AHOCHO MOrYHOCT HapyllaBata
TAJHOCTH, MHTEIPUTETA, PACIOJIOKHBOCTH, AYTEHTUYHOCTH WM HENOPeLMBOCTH [10/laTaka WM Hapyluaparba

ncnpagHor gynkuronucarsa UKT cucrema: S



9) ynpasvamwe pusHKOM je CUCTEMaTHYaH CKyN Mepa KOJM YK/BYHYje [LJIaHHparhe, OpPraHu30Bahe M
VCMEPaBakke akTUBHOCTH Kako 0H ce 00e30ea110 Aa PHU3HLIM OCTAHY Y MPOIMCAHUM H NPHXBAT/EMBAM OKBHPHMA;

10) unyudenm je yHyTpallltba WM CIOJbHA OKOJIHOCT WM Jorabaj kojuM ce yrpojkapa WM Hapyllasa
uHpopMaroHa 6e30e1HOCT;

11) wmepe sammume HKT cucmema cy TEXHMYKE H OpPraHM3alUMOHe Mepe 3a yipaBhabe 0e30eIHOoCHHM
pusuinma UKT cucrema;

12) majuu nodamax je rnojatak Koju je, y CKiIaay ca nporndeuMa o TajHOCTH fojaTtaxa, oapeheH ¥ o3HaueH
o/pel)eruM eTermeHOM TajHOCTH:

13) HKT cucmem 3a pao ca majrnum nodayuma je UKT cucrem koju je v ckriamy ca 3akoHoMm oapehen 3a
paja ca TAjHUM Mnojaluma;

14) romnpomumyjyhe eaexkmpomaznemuo 3paverme (KEM3) npeactagma HeHaMepHe €IEKTPOMATHETHE
eMuCHje HPUWIMKOM IpeHoca, oOpajge WM HyBama MOJaTaKa, YHJUM TMPHUjEMOM M aHAlM30M Ce MOKE OTKPHTH
caapia) THX nogaraxa:

15) Kpunmodesbednocm je KOMTOHeHTa MH(pOpManHoHe Oe3d0emHOCTH Koja 00yXBaTa KPHITO3AMITHTY.
VIIparibarbe KpUITOMAaTepHUjaTuMa M Pa3BO] METOJ1a KPUITTO3ALITHTE:

16) kpunmozamimuma je NpAMEHA METOA, Mepa W NOCTyNaKa paau TpaHchopMucama mofaTaka y odauk
KOJH UX 3a opeeHo BpeMe MK TPajHO YMHKU HEJOCTYMHUM HeoBnawheHuM ITuumuma:

17) kpunmoepa)cku npouszeoo je codTeep unu ypehaj nyTem Kora ce Bpilid KpUNTO3aLTHTA:

18) wkpunmosmamepujany ¢y  KpuOororpackd —OPOM3BOLAM,  NOAALM, TeXHHYKA  JOKYMEHTALM]a
KPUOTOrpatdcKuX NpoM3Boaa, Kao | onrosapajyiu kpunrorpa)cku KibyuesH;

19) 6esdednocna 30Ha je MPOCTOP WM NPOCTOPHjA Y KOJOj €€, Y CKJaly ca [PONuCHMa O TajHoCTH

rofaraka, obpaliyjv u uyBajy TajHHU MOITALM;
] 20) undpopmanuona dodpa obyxsatajy nojaTke y jgaToTekama W Oazama [M0Jataka, TpPOrpamMcky Kojl.
KOH(HUIYpalMjy XapABEpCKMX KOMIOHEHAaTa, TeXHWUKY M KOPUCHHYKY AOKYMEHTALM]Y. YHYTPAIlHEe OfLTe
NpaBUTHHKE. TIPOLEAYPE U CAMYHO:

21) VPN (Virtual Private Network) jc .lpHBaTHA™ KOMYHMKaLHOHA Mpezka koja omMoryhaBa KOpUCHHLIHNMA
Ha Pa3’dBOjeHMM JOKaLlijaMa Ja MpeKo jaBHe MperKe jeNHOCTABHO OAPIKABA]Y 3aiuTniie iy KOMYHUKALMA]Y:

22) MAC adpeca (Media Access Control Address) je jenuHcrser 6poj. KOjuM ce BPIIM MASHTU(DHKALM]A
ypehaja na Mpesu:

23) Backup je pe3eprHa KOTHja MoaaTaka;

24) Download je tpaHcdep nojaraka ca LEHTPATHOT padyHapa WiM wel [peseHTallje Ha JOKaTHU
padyHap:

25) UPS (Uninterruptible power supply) je ypehaj 3a HenpeKuIHO Hanajarhe CIeKTPHUHOM EHEPrHjOM:

26) Freeware je Gecrutartan codreep:

27) Opensource je copTBep OTBOPEHOT KOOA;

28) Firewall je ,3alITUTHH 3W° OJHOCHO CHCTEM MPEKO KOTA € BPUIM HA/130p W KOHTPOIHINE MPOTOK
MH(pOpManrja H3Mehy nokamHe Mpeske U HHTEPHETA Y IIAJbY oHeMoryhaBama 3moHaMepHIX aKTHBHOCTH

29) USB wnu haews memopuja je Crioballitbu MeH]YM 34 CKATHIITERRE MO1aTaKa:

30) CD-ROM (Compact disk - read only meniory) ce KOPUCTH K20 MEIH|VM 34 CHUMAFE MNOJaTaKa;

31) DVD je onTHYKM IMCK BHCOKOT KAMALMTETa KOjU C& KOPUCTH KA0 MEAM|yM 38 CKIAAMIITCH:C MoaaTaKka.

Mepe 3amruTte

Ynan 4.
Mepama samrute MKT cuictema ce 06esbelyje mpeBeHIija ol HACTAHKA HHLM/ICHATA, OJHOCHO TIpeBeHIIH]a
¥ MHHHMH3ALM]a LITeTe OJ MHLMICHATA KOJU YTpOKapajy BpIUCHK:E HAANEKHOCTH 1 00ABBAKC IEaTHOCTH, 4
roceOHO Y OKBHPY MPY/Kakka YeIyra ApYTaM JTHIHAMA.

1. OpzanusauuoHa cmpyKmypd, ca ymepleHum nociosuma i 002080PHOCHIILMA 3AR0CTCHIX, KOjoM ce
ocmeapyje ynpaswarbe UHopMAUonom 06e3oeonouthy y okeup)y 0o 30pasva

Yaan 5.
Craku 3anocaenu-kopucHuk pecypea MKT cuctema je oaroropan 3a 6estennoct pecypea MKT cuerema
KOje KOPUCTH panu o0aB/barba MOCI0BA U3 CBOjE HALIEKHOCTH.
3a KOHTPO/Y W HAaA30p Had 00aB/barbEM MOCIOBA 3aMOCASHUX-KOPUCHMKA, V LIH/BY 3aluTHTe U He3benHocTH
UKT cucrema. kao u 3a obasibarse 1ociiopa 13 obnacru 6ezdeanoct nenokynsor MKT cucrema moma 3apasiba
HaJdeKIM Cy 3anocieny Koje e nupexTop MMAHOBATH PELICH-eM HAKOH cTymaiha Ha cHary oBor [IpaBuinuka (i
JarbeM TEKCTY: a/IMHHHUCTPATOPU).

Yaan 6.
[Tox nocnosuma U3 obnacru GesdeaHocTH yTEPHY]jY ce:



- TIOCTOBH 3allTUTE MH(OPMAMOHNX fobapa, OHOCHO cpecTaBa MMOBHMHE 3a HAJ30p HaT TTOCIOBHIM
npoLecuMa oJ1 3Ha4aja 3a uHpopmaurony de3deqHOCT:

- [OCJIOBM YIpaB/bake pu3vukMa y obaactu uHdopmaurone 6e3benHoCTH, Ka0 W MOCTOBH MpeaBulieHn
LpoleaypamMa y obnactu undopmalote te3benHocTH:

- 1ocaoBH oHeMoTyhaBarkd, 0HOCHO ClipedaBaka HeoBlallfieHe UM HeHavepHe M3MeHe, owTehema Uan
370yIioTpede cpencrara, oaHocHO uHGopmanroHux godapa MKT cuerema goma 3apapba. Kao H npm.T\n H3MEHe
unu Kopuiiherbe cpeacrasa 0e3 opnatuhetba 1 0€3 eBUIACHLM|C O TOME:

- mpahere aKTUBHOCTH, PEBU3M]E M HAaA30pa Y OKBUPY yrpaB/baka UH(opmaLnoHom desdenHoluhy

- obaBewltapame HauTekHUX oprada o nHukaeHtuma y MKT cuctemy, v ckiany ca nponucuma.

V cayuajy MHUMIEHTA aJIMWHWCTPATOpH JWia obaBelTaBajy AMPEKTOpPa, KOJH Y CKIady ca MpOMHCHMA
o0aBeInTaBa Ha/llesKHe OpraHe y [UJbY peraBara.

2. Bezfeonocn padd na oamsuny u ynompeda moounnux ypelaja

Yoan 7.

HeperucTpoBany KOPUCHULM, [1yTeM MOOWIHUX ypehaja MOry fa mpucTyle camo OHUM JIeJOBHMA MpEskKe
KOjU CY KOHGHUTYpHCaHW TaKko 1a oMoryhapajy NPUCTYTI HHTePHETY, alld He U JIeJ0BUMa Mpeske Kpo3 Kojy ce 00aBibi
cTyskDeHa KoOMYHHKaTIHja.

3anocnenu-kopucHuun pecypca MKT cucrema, mory myrem MoOumHuX ypehaja, Koju cy MOAeUIEHW O
CTpaHe anMMHHUCTpaTopa. da mpuctymajy camo oHum aenosvma MKT cuerema koju um omoryhapajy obaBibarbe
PANHUN 3a[aTakda V OKBHPY HMXOBE HAMIEKHOCTH (eJIEKTPOHCKA [MMOLITA, 3APABCTBEHH HH(MOPMALMOHM CHCTEM.
OM3HHAC MHPOPMALMOHH CUCTEM), & HA OCHOBY NMCAHE CarjJacHOCTH IUPEKTOPA AOMA 3UPABIbA.

Mobuann ypehaju Mopajy OWTH Holelleny Tako Ja omoryhe CUrypaH u GesOenad npueryn, xopuuhiemem
VPN wmpeske MKT cuctema u mucte MAC agpeca ypeljaja myTeM KOJUX je A03BOLEH TPHCTYI, Y3 AKTHBaH
onrosapajyhu cod)TRep 3a 3aIMTHTY O BUPYCa U APYTror 3710HaMepHor codTeepa.

IMpuctyn pecypenva MKT crctema goma 3apaBiba ca YAA/beHWX JIOKAllMja, OJI CTpaHe 3amoclieHuX-
KOPHUCHHUKA, Y LMLY 00aBbatba PagHUX 3aiaTaka, omoryhed je myrem 3awtuhene VPN/MHTepHET KOHeKLM]e.

3anocicHOM-KOPHMCHUKY, 3abpambeHa je caMoCTalHa MHCTanauuja coTeepa W MOJAelUaBame MOOMIHOT
vpehaja, kao u napatbe ypehaja apyrum HeosjalheHuM IMUMMA (Ha YCILyr'y, CepBHCHPaAIbE U ClL.).

AJNMMHUCTPATOPH CBAKOIHEBHO KoHTponuuy npueryn pecyperma MKT cucreva u nposepasajy ga fiu uma
[pucTyNa ca HenosHarux ypehaja (ca Henosnatux MAC anpeca).
3. Oéezbehusamwe oa auna koja kopucnie HKT cucmem o0nocho ynpaswsajy HKT cucmeviom 0y0y ocnocoibena

30 HOCAO KOjU paoe u pazymejy c6ojy 002060pHOCH

Ynanu 8.

HKT cucremom yiiparibajy ailMHHUCTPATOPH.

Cpaxu 1osozanocienu-kopucHuk UKT pecypca 1peba na ce ynozna ca 0Jr0BOPHOCTHMA M PABMIHMA
woputifiersa UKT pecypea, 01HOCHO OMOTYRHTH 1a CBAKW HOBO3AIOCIEHH MPUIMKOM MOTIHCHBAH:A YTOBOPA O paay
MTOTIMIIE 14 j€ VITO3HAT U ca ORUM MPaBUIHHKOM.

Cpako ropuithewse MKT pecypea noma 3opaB/ba O CTpaHE 3aMoCA€HOr-KOPUCHMKA. BaH [AOAE/BEHUX
ornawherma, NOMICKe ITHUCLHMITIMHCKO|] OATOBOPHOCTH 34MOCAEHOr KOjoM ce  Je(uHHIIe OATOBOPHOCT 3a
HeornatmheHo Kopuiuheme UMOBUHE.

4. 3amwmuma 00 pu3nKa Koju nacmajy npu nPOMeHaMa ROCI06d UL RPECMAIKa PAOiLo2 AH2adcoears Juia
sanocienux Koo onepamopa HKT cucmema

Yoaan 9.

Y cayuajy npoMeHe [0Ci0Ba, ONHOCHO HAIJIECAKHOCTH 3alOC/IEHOT-KOPHCHHMKA, aaMHHUCTpaTopn he
W3BPLIMTH MPOMEHY MPUBUIETH]A KOje je 3an0CNeHU-KOPUCHUK UMao y CKJIAly ¢a OMHCOM PafHUX 3amaTaka. a Ha
OCHORY 3aXTeBa HelOCPEIHO MPETIOCTAB/LEHOI 3aII0CIEHOI-KOPUCHUKA.

V ciydajy npeetaHka pamaHor aHrakKoBamba 3arnocjleHor-kOpUCHUKA, KOPUCHM KK HAJIOT Ce VKMIIA.

O npecratKky pajHOr OHOCA WM PAlHOr aHTaKOBaMa, Kao M MPOMeHH paiHol Mecta, [IpaBHo KaipoBeku
AHATHTHHAP je AViKaH aa 00aBecTH agMUHMCTPATOpe. PafM VKHAard, OAHOCHO M3MEHE MPUCTYTTHUX MPUBHIErH|d
TOT 3al10CTeHOT-KOPHCHHKA.

3anocnenu-kopucHuk MKT pecypca. HakoH npecTaHKa palHOr aHrayKoBarba v A0MY 30paBiba, He cMe 14
OTKPHBA MOJATKE KOJH ¢y 0 3Havaja 3a uHopmaumony dezdennoct UKT cucrema.



3. Hoenmuguroeare undhopmanuonux dodapa u oopeliusarme 002080PHOCHIN 3 16 IULXO08Y 3AULIILITY

Yaan 10.

HudopmaunoHa 1o0pa 1oMa 31paB/ba Cy CBH PECYPCH KOJH Cafp:Ke MocioBHe HHOopMAaLKje 10Ma 3APaBiba,
OJHOCHO, MyTeM KOjUX ce BpLIM u3paad, obpana, dyBawe, npeHoc, Opucaibe W yuuuTapame mnogataka y MKT
cUCTEMY. VE/BYUV]VIiK cBe elleKTpoHCKe 3arice. pauyHapcky onpeMy, MoOMHe ypehaje, Daze nogaraka, nocioBHe
anjMKarje, KOHPUTYpalujy XapABepcKUX KOMITOHEHATa, TeXHHYKY W KOPUCHUUKY JOKYMEHTALM]y, YHYTpallihe
mpaBHIHUKe Koju ce onroce Ha MKT cuctem u e

[Ipeamer 3alTUTE CY:!

- xapaeepceke u codreepeke komnonente MKT cucrema:

- mojaiu Koju ce oopahyjy min qyeajy Ha komnonenrtama MKT cucrema:

- KOPWCHMYKW HATO3M W APYTH NOJaLH 0 KOpHCHULMMa WHpopmaTrukux pecypea MKT cuerema.

0. R'JI(ICHt‘fNH\'{HfHHJE HOOUMAKA MAKO 0 HHEO b UX06e 3AUNUINe U()Z()RH[)H ."J'H(fll({j_l-‘ nooanidaKd ¥y CK.-TI’I()_]»‘ ca
HAYe10M YRPAGHAm A PUSUKOM U3 3aKOHA 0 UHMOpManuoHoj De3dednocmu

Yaan 11.
[lonaum koju ce mamaze v WMKT cucremy ripelictapibajy TajHy, ako cy Tako AeduHucanu olpeadama
noceGHUM MPOIHCHMA.
TMomati KOJH ce 03HAYe Kao TajHH, Mopajy OwuTH 3amTuheHn y ckmamy ca ojpeidama Ypende o mocedHMM
vepama 3aliTHTe TajHHX TMoJaTaka Y MH(OPMaLlOHO-TeNeKOMYHUKALIHOHUM CHCTEMMMA.

7. 3ammunida HOCauda noOaniaKa

Yoan 12.

AIMUHUCTPATOPH Ne YCnoeTaBUTH OpraHu3allf]y NPUCTyIa W paja ca nojaiiva, nocedHo OHUMa KOju Oy
O3HAYEHH CTETEHOM CTYKOEHOCTH WNW TAJHOCTH Y CKJIamy ca 3aKOHOM O T4JHOCTH MoAaTdaKa, TAKO JIa MOJIaid H
JOKYMEHTH (roceOHO OHM ca 03HAKOM TajHOCTH) MOIY fa ce CHUMe (4pXHBHpAjy, 3ariiiny) Ha cepBepy Ha KOoMme ce
CHUMA]Y mofatn, v gongepy Haa KojuM fie MpaBo NpUCTYIa UMaTH CaMoO 3amoCIeHH-KOPUCHULH KOJHMA je TO Mpaso
00e30¢eheHo 0ATYRKOM IHPEKTOPA W MOAALH U AOKYMEHTH (MoceOHO OHU Ca 03HAKOM TajHOCTH) MOTY Hd CC CHUME Ha
Apyre Hocaue (excrepHu Xapn auck, YCB. LT JIBIT) camo o crpade oinawhenux 34rnocieHUX—KOPUCHHKA.

EBugeHLM]y HOcada Ha KOjMMa CY CHUMIBEHW I10[alld, BOLe aJIMHUHMCTPATOPH W TH MEOH|H MOpajy OHTH
MPOMHCHO 00eNeskeHtt i O/ITOKEHH Ha MecTo Ha KoMe Tie OuTh 3atrTuheHu o HeosalleHOT TIPUCTYITA.

V' cnydajy TpaHCIIopTa MelMja c¢a nojanuMma, AMPeKTOp HoMa 31paBiba fe 0apeanTu 0AroBopHY 0cody W
HAYMH TpaHCcTopTa.

V cryuajy veTeKa pOKOBa UyBatba MNOJATAKA KOJU Ce Halase Ha MeAMjAMa. Modal Mopajy OUTH HEMOBPATHO
0OpucaHH, a ako To H1je Moryhe, TaKBY MeaHjH Mopajy OUTH HU3UYKH OIITEheHH. OIHOCHO YHULITEHH,

8. Ozpanuuerse npucmyna ROOAUUMA 1 CPEOCMEUMA 34 0BPAdy NoOumaKa

Yoran 13.

[Mpuctyn pecypeuva KMKT cuetema ospeleH je BpCTOM Hamora., OfHOCHO JOTE/EEHOM YIOTOM KOjV
3AMOC/IEHU-KOPHCHHUEK MMa.

3anocieHd KOjM MMa aIMMHHUCTPATOPCKM HAloT, MMa mpapa npuctyna csum pecypeuma MKT cucrema
(coTBEepcKMM M XapABEPCKUM, MPEKH W MPEKHHM pecypeHMa) y LHJbY MHeTalalMje. 0apKaBatba, NojelaBama 1
vipassbatka pecyperuva UKT cuerema.

3anociieHU-KOPUCHUK MOKE 1a KOPUCTH CaMO CBOj KOPUCHUYKM HAJIOr KOJH je 100HO0 01 &IMUHHCTPATOPA 1
He CMe J1a OMOTYIIM IpYroM JTHLY KOpHITiere BeroBor KOPUCHUYKOT HATOTA, CeM aIMHHUCTPATOPY 3a TOIeIIaBare
KOPHCHUYKOT MpoQia ¥ pazHe CTaHULE.

3amocnent-KOPUCHUK KOjU Ha OWI0 KOJM HauuH 310yrnotpebu mpama. oaHocHo pecypee MKT cuerema.
NOTIEIKE KPMBHHHO] W IHCUHIIHHCKO] OAFOBOPHOCTH.

Banoc/eHH-KOPHCHUK My’KaH je Aa nowTyje U caeneha mpaeuina Gesdefsor v npUMepeHor Kopuiihera
pecypea MKT cucrema, n o na: :

1) kopucTH HHOpMaTHYKE pecypce HCKILYYHMBO Y MOCTOBHE CBpXE;

2) npuxBarH Ja cy CBM IOJALM KOJU Ce CKIaNUIITe, [IPEHOCEe WK NMPOLECHPA]Y V OKBUPY MHHOPMATHUKHX
pecypcea BIACHUINTRO I0OMa 37IpaBiha U a MOTyY OUTH TIpeIMeT HaArelamha W Mperieiahd 071 3aKOHOM oBIarmhermnx
TIATA;

3) mocTyna ca OBEp/bMBMM [oJalMma Yy CKJIAdy ca 3aKOHCKHUM NPOMMCHMA. a MOCeOHO MPUIMKOM
KOMUparka | MpeHoca noaaTaxa;

4) Besdbe/lHO YYBaA CBOjE JTO3MHKE. OIHOCHO /1a HX He 0f1aje APYTHM JIULuMa:

5) Metbi [I03MHKe CarjlacHo yTBpheHuM npasuiuma; \



6) Mpe CBAKOr yla/baBara Of paTHe CTAHUIe, OJljaBH Ce Ca CHCTEeMA, OJHOCHO 3aK/BYYA PASTHY CTAHHLLY:

7) 3axTeB 3a WHCTanaudjy codTBepa MIM Xaplpepa MOAHOCH Y MNHCaHO|] (JOpMM. OJOOPEH 01 CTpaHe
HEMOCPEIHOT PYKOBOAUOLA; '

8) 00e3beiu CUIyPHOCT roaTaKa y ckiamy ca pakeluM nponucuma;

9) mpHeTyna MHPOPMATHUKUM PECYPCUMa CaMO Ha OCHOBY €KCIUTMLUMTHO JOAE/LEHMX KOPUCHHYKHX [IpaBa;

10) He cMe 12 3aycTaR/ba pai Uik OpULle aHTUBUPYCHM HPOIPaM, MEIba therORe MoAeLleHe OMIKje, HUTH [
HEORIAINEHO MHCTAUPA APYTH aHTHBUPYCHH MPOTpaM;

11) Ha panHO] CTAHMLIM He cMe Jla CKIAIMIITH Calprkaj KOJH He CIIYKH Y TTOCTORHE CBPXE!

12) wmspahyje zamTutHe xonuje (backup) mogaTaka y ckiamy ca NPOMHCAHWM [POLEIYpaMa;

13) KOpPHUCTHM UHTCPHET M EIEKTPOHCKY MOLITY A0Ma 34paBiba Y CKIAAy ca MponMcaHiM NpoLeaypama;

14) mpuxpaTu na ce oapeljeHe BpcTe HMHGOPMATHUKMX MHTEPBEHUMja (M3pada 3alUTHTHUX KOMHja.
ayKypUpabe nporpama, NoKpeTame aHTHBUPYCHOI [Iporpama u ¢il.) 00apibajy y yrepheno speme;

[5) mpuxBaTH Ja CBM MPHUCTYIH MHOOPMATHYKUM pecyperma u MHbopMauujama Tpeda ga Oyay 3acHOBaHH
HA TPUHITATY MUHUMAIHE HEOMXOIHOCTH!

16) mpuxBaTH ma TeXHWKe CUTYpHOCTH (aHTH Bupyc nporpamu, firewall. cuctemu 3a geTekuujy ynaia.
Cpe/cTBa 34 WH(pUpare, CPENCTRA 3a MPOBEPY HHTErPHTETd M /Ap.) chOpedarajy noTeHiWjanHe npetwe MKT
CUCTEMY

17) we cMe na HHCTATUpA. MOAMMUKYje. MCKIBYUYje M3 pada Wi Opuilie 3alliTHUTHH, CUCTEMCKM MWK
ATTIMKATUBHY cOhTRED.

9. Ooodpuasare osaauthenos npucmyna u cnpeuaearse Heosaquihenoz npucmyna HKT cucmemy u yeayeana
koje HKT cucmem npyyca

Ynan 14.

[IpaBo npHcTyna MMajy camo 3arocieHH-KOPHCHHWLIA KOJH WMajy aaMHHMCTPATOPCKE HAM KOPUCHHUUKE
Hasore.

AJIMHHMCTPATOPCKUA HAJIOP je jeAMHCTBEHM HAalor KOjUM je oMoryhlieH HpucTyil M aiMUHMCTPALMja CBUX
pecypca MKT cucrema, kao 1 orBapame HOBUX M M3MeHa rocrojeux Hailora.

AIMUHUCTPATOPCKH HATIOT MOTY Ta KOPUCTe aTMHHUCTPATOPH W MEHALIMEHT.

KopHcHUUKH HAIOT Cé cacToji 0/ KOPUCHUYKOr UMeHa W JIO3UHKe, KOjH Ce MOry YKYIIABATH WM YHTATH ca
Me/iHja Ha KOMe MOCTOJH eMTeKTPOHCKM CepTU(HKAT, HA OCHOBY KOTA/JHX ce BpllW ayTeHTH(HKAIMja — NpoBepa
MAEHTHTETA M ayTOpH3alMja — MpoBepa npasa MPHUCTYNa, OAHOCHO npaBa kopuiuhersa pecypeca UKT cuerema o
CTPaHe 3anocieHor-KOPUCHUKA.

Kopuenuuky Haaor Aofe/byje aIMUHHCTPATOp, Ha OCHOBY 3axTeBa [IpaBHO KAaAPOBCKOI aHalMTH4apa v
capaliby ca HeMocpeluM PYKOBOIMOLIEM H TO TEK HAKOH yHOCA NMOJATaKa O 3arocieHoM v codTBep 3a yrnpasibathe
JBY/ICKHM pecypenma, a y cKmaay ca norpedama obaB/barba MOCIOBHUX 34/1aTaka 0l CTPaHe 3aMoCIeHOr-KOPHCHUKA.

ANMUHUCTPATOP BOAM EBHICHIM]Y O KOPHUCHWYKMM HATO3UMAa, MPOBEpPABA HHXOBO KOopHilfiewme, Mea
MpaBa TPHCTYMA M VKHI4 KOPMCHMYKE HAJOre Ha OCHOBY 3aXTeBa HEMOCPEHOT PYKOBOAMOIA 3amocIeHor-
KOPHCHUKA.

10. ¥Ymeplusatse 002060pHOCHIU KOPUCHUKA 30 3AIINUINY CONCAIGEHUX CPEOCINABU 30 Ay MEHIMUPUKALUL]Y

Yaan 15.

KopueHHYKH HAIOr Ce CacTOju 01 KOPUCHWYKOT WMEHA U TO3HHKE.

ﬂD"iHHKa MOPpa da caapAcH:

1) 6poj kapaxkTepa no3uHKe Mopa OuTH Behu oa 8;

2) HajMatbe JeHO BETHKO CI0RO:

3) Hajmatbe jenaH crieudjanas 3Hak (L H#$%&/);

4) Hajmaise jenan 6poj.

JlosuHKa He cMe [a calpiku ume. mpesume, parym pobewa, Opoj Tenedomna M Apyre MPeno3HAT/bUEE
MoadTKeE.
AKO 3aMOCIeHH-KROPUCHUK MOCYMHbA J1d Jé APYTO JIMLE OTKPUIIO FHeroBy J03MHKY JIVIKAH je Ta HCTY OIMax
H3MEHH. .

3anocneHH-KOPUCHUK AYAKaH j€ 1a MEHa JT03UHKY HajMakbe TPU MeCeLa, Haj1ysKke 1IeCT MECELN.

Mera no3nHKa ce He cMe MOHABBATH Y BPEMEHCKOM TIePHOAY O TOOWHY JaHd.

Kopucnnukn Hamor Moxe fAa ce Ce Kpedpa M Ha OCHOBY [MOjaTaka Koju Cce Hanase Ha Meadjy ca
KBATU(UKOBAHUM EJIEKTPOHCKMM CePTHU(MKATOM (HIIP. JIMUHA KapTa ¢a YMIIOM M YITHCAHUM CepTHHHKATOM ).

[Tpujaemueame y MKT cuctem poma 37apaBiba ce BpwM  yOalluearkeM MefMja ca  @IEKTPOHCKHUM
C-CpTH(bI/H\'BTU.\'l Y HHUTAaY KdapTHLld.

}"|GOB_-"I£ilII]—1CHO VYCTVITamhe I(OpHC-I'H‘I'-IKOT Hanora ,-"[p}«TOM JTHLLY. TIOJITEXKe THCLHI I.3II'FHL‘I\'[)‘i O,-HI'OBOPHOC'I‘H.



11. Hpeosubame oozosapajyhe ynompeoe Kpunnio3amimume paou 3amimume niajioCiii i aymermuiiLocii
00HOCHO HHIMEZDUHIend no0amaxa

Yaan 16.
3a0cIeH-KOPUCHULIM KOPUCTE KBAIM(UKOBAHE €JIEKTPOHCKE CepTU(BMKATE 3a €/IEKTPOHCKO MOTIUCHBAILE
JOKYMEHATa Kao 1 ayTeHTH(PUKALIM]Y W ayTOpU3aLd]y IPUCTYIIA [Oje AMHUM anauKallitjama.
AIMUHUCTPATOPH CY 3aIyKeHW 3a WHCTamanWjy mnoTpedbHor codTBepa M xapaBepa 3a Kopuiiheme
ceprudukara.
3anocaeHH-KOPUCHHULIA CY IY)KHW Jla HyBajy CBOje KBATH(QUKOBAHE eNeKTPOHCKe cepTH(HKaTe Kako He Ou
AOULTH Y MOCEN ApYruX auLa.

12, @uznura zauimuna o0jekana, npocmopa, NPOCMOEPUia 0OHOCHO 30HA ) KOJUMI C¢ HATIA3e CPeocned i
ooxymenmu UKT cucmema u obpaliyjy nooauu y HKT cucniemy

Ynan 17.
[lpoctop y KOMe ce Hajase cepBepH, MpeXXHa WM kKoMyHHKalpoHa onpeva MKT cuctema, opranusyje ca
Ka0 aAMHHHCTPATHRHA 30Ha.
AIMHHHCTPATHREHA 30HA Ce YCMOCTaB/ba 3a (hH3nuky npuetyn pecypenma MKT cuerema y KOHTPOIUCAHOM.
BUJLHBO 03HAYSHOM MPOCTOPY. KOju je obe3behen MexaHuuKoM OpaBoM.
Ipoctop Mopa na Oyne odesdehen on komnpomuryjyher enexrpomarnersor spadera (KEM3). noxapa u
IpYrUX eleMeHTapHUX Heroroaa v y mwemy tpeda ga Oyzne oarosapajyha temneparypa (KIMMATH30BaH IPOCTOP).

13. Bawmuma 00 eyounika, ontmehema, kpalie wiu opyzoz 000K Yeporcasdiba He30e0H0CcH cpedcmasa Kojd
ynune UKT cucmen

Yaan 18.

Yiiaz v npoctopujy y kojoj ce nainasu MKT onpema, 103B0JbeH je camMo aiMHITHCTPATOPHMA M 3AII0CHSHUM
orTammheHuM 071 CTpaHe aAMUHUCTPATOPa UITH TUPEKTOpa.

OcuM aTMUHHCTpATOpa CHCTEMA, NPUCTYN aAMUHUCTPATHUBHO] 30HM MOTY WMaTh M Tpeha numa y 1mimby
uHCTaTalMje ¥ cepercHpama onpehernx pecypeca MKT cuctema. a mo mpeTxomHOM 0n00permy OWpeKTopa ToMa
3ApAB/bA M Y3 MPHCYCTBO AIMHHUCTPATOPA 10Ma 31PaBJba,

[TpocTopHja Mopa OUTH BHABMBO ODCIEKEHA U Y O] Ce MOpa HAMA3UTH MPOTHBIOKAPHA OMpemMa, Koja ce
MOZKE KOPHCTHTH CAMO Y Cilyuajy [oxapa ¥ HpocTopuju y kojoj ce Hanazy MKT onpeva u meaujn ca nojgaunma.

[Tpo3opu 1 Bpata Ha 0BOJ IPOCTOPH]U MOPA]y YBeK OHTH 3aTBOPEHH.

Ceprepy ¥ akTHBHA MpeskHa ompema (switch, modem, router, firewall), Mopajy craaHo OUTH PUKIBYUEHH
Ha ypehaje 3a HenpexnaHo Hanajame — UPS.

Y cyuajy HecTaHKa eTeKTpPHUYHE eHepruje, v mepyoay Ayxkem of kamarmteta UPS-a, agmunncTpatop je
Ty/KaH Ia MCKIBYHM OMPeMy y CKIIady ca [poleiypaMa npousrohaya onpeme.

UKT onpema 13 NpocTopHje ce Y CAydajy OMnacHOCTH (MOKap, BPEMEHCKE HEMOroae U Cil.) MOMKE U3HETH 1

~ 0es 0100pema AMpPEKTOpA.

V ciyuajy M3HOLLIEHa ONpeMe paan celnade Wil CepBUCHpAatba, HEONXOHO je 0100peme AMpeKTopa koju he
OApeduTH YCIIOBEe, Ha'vui W MeCTO U3HOLIEH:a OllpeMe.

AKO ce onpema W3HOCH Dalu CepBUCHparka, Nopel 0fo00perma MHUPEKTOpd [1oMa 3Aparika. MoTpedHo je
CAYMHHWTH 3allHCHUK ¥V KOME CE& HdABOJHW HA3HB H THIl OMpeMe, CeijCKH GpO_i, Ha3MB CepBHCEpA, MME M [pe3uMe
oBnateHor Juila cepaucepa.

Yrosopom ca cepeucepoM Mopa Outu aeduHucaHa 00aBe3a 3alUTUTe NOAATAKd KOJM Ce HATa3e Ha MeaH]jUMa
koju ¢y aeo MKT pecypca noma 3apaeika. '

14. Odesdelucarve uCnpagro2 1 6€30e0H02 (PYHKWUOHUCAILA CPEOCHIAGH 34 000y HOOAAKI

Yoan 19.

AIMMHHUCTPATOPH KOHTHHYHpPaHO Haa3upy U nposepaBajy QyHKLUMOHHMCAILE Cpe/icTaBa 3a 0Opady nojaTaka
W YIPaBBajy pU3HLMMa Koju Mory yruuati Ha 6e30ennoet MKT cuctema u, y ckiazy ca THUM, NAAHUPA]Y, OIHOCHO
npesitaky aupextopy odrosapajyhe mepe.

[Ipe yBoheiba y paa HOBOI cOdiTBEpa HEONXOMHO & HAIPABUTH KOMM]y-apxuBy nocrojehux nojaraka. y
ALY DpUIpeMe 3a [pouetypy Bpaliarsa Ha DPeTXONHY CTa0U/IHY BEp3H]y.

MHcTanuparse HOROT co)TBEpa K0 U ayKypHpare noctojefier, 0HOCHO WHCTATIAIM]d HOBE Bep3tje, MOKe ce
BPIINTH HA HAYMH KOJW HE OMeTa OMepaTHRHH pall 3aroc/IeHHX-KOPHCHHKA.

N\



V cryuajy 7a ce Ha HOBO] Bep3djM cohTBepa KOjM je YBENeH Y OTepaTuBHu pa/l npuMere OUTHH HeIocTallk
KOjM MOTY YTHLUATH Ha pai, noTpeOHO je MPUMEHWTH Mpouedypy 3a Bpahame Ha MpeTXOgHy CTaOUIHY Bep3u)y
copTBEpa. :

15. 3awmuma nodamara u cpeocmed 3a 00pady nooamaKa 00 310HaMepio? comeepa

Yaan 20.

3amTUTa 0] 3I0HAMEPHOT co(TBepa Ha MpekH CMpPOBROAM Ce y LMIBY 3allTHTe OJ1 BHpyca W ApYyre BpCTe
371I0HAMEPHOT KO/Ia KOJU Y paudyHapeKky MpEKy MOTY JOCTETH HMHTEPHET KOHCKLM|OM, HMEJIOM, 3apazkKeHHM
npeHocHUM mMeaujnva (USB memopuja, CD-ROM T, ), HHCTanauljoM HeJHLEHUMPaHOr coTBepa U ¢,

3a yenelHy 3aiTHTY Ol BUpYyCa Ha CBAKOM padyHapy je MHCTAIMpaH aHTHBUPYCHU MPOrpa.

CpakoJHEBHO C& aYTOMATCKH BPLUM 10IYHA aHTUBUPYCHUX Ae(hHIHLM]a.

Cpakor 4eTBpPTKA Y HelesbH je MOTPeOHO OCTABUTH YK/bYYEHE M 3aKibydyaHe pauyHape palld CKeHMparha Ha
BHpYCE.

3abparbeHo je 3ayCTaBRlbalhe M MCK/bYUUBAME aHTMBUPYCHOT CO(TBEPA TOKOM CKEHHPArha TPEHOCHUX
MelHja.

[IpeHocHBH MeaMju. npe Kopulihewba, Mopajy OUTH NPOBEPEHH Ha NPHCYCTBO BHPYCA.

AKO Ce YTBPAM 1a MPEHOCHBHM MEIH] CAapKK BUPYCe. YKONUKO je To moryhe. Bpuin ce uninleme Meauja
AHTHBUPYCHUM COTREPOM.

Pusuk 01 eBeHTyaIHOr ryOMTKa nojaraka NpuivkoMm yMdihema meadja o4 BHpyca CHOCH LOHOCHIIALL
Meuja.

PYKOBOJIHOIIM OPraHW3alMoOHNX jeauHMla ozapelyjy KOjW 3allociieHH WMajy MpaBo MPUCTYNA HHTEpHETY
" pasziv MPHUKYIbara MToJaTaka W OCTATHX HH(OpMAallHja BE3aHHX 32 00aB/bakke MOCIOBA Y HHXOBO] HAJTEKHOCTH.

Koprchuuunva koju- cy npukibyueHn Ha MKT cucrem je 3abparbeHo CamMoCTallHO MPUKBYHHBAKE HA
WHTEPHET (IMPUKLYHUBAILE MPEKO COMCTBEHOr MOIEMA). MPH HEMY aAMHHUCTPATOPH MOTY [a YKHHY HPHCTYI
MHTEPHETY Y C/yHajy AoKazaHe 3710ynoTpede HCTOT.

Kopuchuun MKT cucrema Koju KOpHCTE MHTEPHET MOpajy Aa ce NPUAPKAaBajy Mepa 3alliThTe 0J BUpyca U
viiazaa ca unteprera y MKT cucrem, a caky padyHap 4Mju ce 3aloCIeHU-KOPUCHHK NPHKIbYYY]e Ha HHTEPHET Mopa
OuTH ofroBapajyhe mosemen u 3aiTHNe . Ipyu YeMy Mo/ellaBarbe BPIIW aIMHHUCTPATOP.

[MpunukoMm KopHmihema WHTepHeTa Tpeda u3deraBati cymmise WEB cTpanmie, ¢ 003upoM aa To Moxke
MPOY3POKOBATH MPobIIeMe - HEIMPUMETHO MHCTATHParhe MIMHjYHCKUX TPorpaMa M CIHUYHO.

Kopucruk MKT pecypca myszaH je ga oamax NpMjaBd HEMNoCpeiHOM PYKOBOAHOLY CBAKO yOdaBarbe MM
CYMEY O HEMPABMIHOCTH WITH HACTaHKY HEKOT MHLUMAEHTA koju yrpozxkaea paa MKT cucrema.

Cryuaj ce notom npujaemyje Ciymxbu 3a eKOHOMCKO-(PHMHAHCH]CKE, TIpaBHE, OMLITe, TeXHUUKe U noMofie
[OC10Be.

Crporo je 3alpameHo riefatbe (MIMOBA W Wrpake WIrpHLA Ha padyHapuma W .kpcrapeme” WEB
CTpaHUHAMa KOje Caapike HeJONWYaH cajipikd], Kao W CaMOBOIBHO MPEY3UMAFE HCTHX Ca HHTEPHETA,

Henosromena ynoTpeda uHTepHeTa 00yXBaTa:

- MHCTAIMpake, OUCTPHOVLMJY. OrjallaBame. MPEHOC WM Ha APYrH HAYHH YMIBEHE OOCTYVIIHHM
LIUPATCKUX WU APVTHX COMTBEPCKUX [TPOU3BOAA KOJM HHACY THLEHLMPAHK Ha 0Arosapajyiu Hauum:

- HAPYLIABAtbE CUTYPHOCTH MpeKe WM Ha Apyrd HauyuH oHemoryhaparbe [HOCIOBHE WHTCPHE!
KOMYHHUKAIIH]€;

- HAMEPHO [IHpere MeCTPYKTHBHUX M ONCTPYKTHBHHUX IIpOrpamMa Ha HHTEepHeTY (MHTepHeT BUPYCH.
MHTEPHET TPOjaHCKHU KOHHM, HHTEPHET LIPBU U ApYyre BPCTE MAIULIHO3IHUX codTBEpa):

- HEI03BOJbEHO KopHlINeHe APYIITBEHUX Mpeska U APYrHX MHTEpPHEeT cajpikaja Koje je OrpaHHueHo:

- mpeysumaibe (download) nonaraka Beinke ,,Te)KHHE™ KOje MIPOY3POKYJ€ ,.3al VILIeHe™ Ha MPEKH;

- mpeysumarbe (download) maTteprjana samTHReHHX ayTOPCKUM MpaBHUMa:

- kopuiihetse TMHKOBA KOJM HUCY Y BE3H Ca Moc/1oM (riejame GUIMoBa, ayaro U BUASOCTPEAMMHN U CI1. ):

- HEAOZBOJLEHH MPUCTYII canp:kajy, NpoMeHa canp:kaja, Opucarbe M lIpepajua caupiaja [pexo
WHTEPHETA.

3arocneHMMa-KOPUCHULIMMA KOJM HealeKBaTHUM KOpUIINermeM HUHTepHeTa V3POKY]Y 3arylierbe. Npekui v
pany UM HApyinagajy He3deHoCT Mpeske MOJKE Ce OY3ETH TPABO MPUCTYTIA.

16. 3autmuma 00 2y6unKa noOamarKa

Unan 21.
basze nonaraka obaBe3Ho ce apxuBupajy Ha npenocuse meiguje (CD-ROM, DVD. USB. exkcrephu xapu
JIMCK), HajMaFbe /IBa MyTa MecedHo, 3a rnotpede oOHoBe Oase mojaTaka.
Base rozaTaka ce perviMinpajy Ha BHIle PasiTnuyruTHX JTOKalH]ja.
Octanu ajToBH-10KYMEHTH Ce apXUBUPA]Y Ha]Make jCIHOM HeIEIBHO, MECEUHO W FOIUILIHE.
[Tofanm 0 3anocAeHUMA-KOPHCHULIMMA, APXUBHPA]Y C& HAJMAE JeTHOM MECce o,



JIHerHO apxuBMparse ce gysa 20 naHa.

lonmitbe KOMMparbe-apXUBMPaH:E BPLIN CE MTOCIIERHET PAIHOT AAHA Y FOAHHH.

Ceaku mpHMEpak TOAMUIGEG KOMMje-apXMBE HyBA CE Y POKY Koju je neduHucaH VYIyTCTBOM O
KAHLENAPH]CKOM MOCTOBakbY OpraHa Jp/KaBHe Ypase.

HueBre. Hele/bHe U MECeUHe KOMHje-apXMBE Ce uyBajy Y NPOCTOPHjK KOja je (pu3MUKM W y CKiaaiy ca
Mepama 3alTuTe ol noxkapa obezbehena.

I7. Hysarme nodamaxa o dozalajumna koju mo2y 6umu 00 3navaja 3a 6ezoeonocm UKT cucmema

Yan 22.
O akTUBHOCTHMA aIMHHHACTPATOPA M 3aNOCAeHUX-KOPUCHHUKA BOAE Ce AHEBHHIN AKTHBHOCTH (activitylo
history, securitylog, transactionlog i dr).

=
£

18. Ooesbehusare unmezpumema cohmeepa u ONEPAMUBHIX CUCHICMA

Ynau 23.

Y MKT cucremy moske na ce uHctanupa camo codTsep 3a KOjM MOCToju paskeha [Mueria Y BIACHHUIITBY
na0Ma 371paBiba, 01HocHO Freeware u Opensource Bepsuje.

HHCT&LHEIHHJ)-’ H lojgeliapaibe COq}TBepﬂ MOTY Ha BplIe camo ELLLMHI—l]'lC'I'[JFl'I'OPH. OAHOCHO 34dllOCIeH k-
KOPHCHHK KOjH WMa oBnamhemke 34 To.

WrcTanaumjy u mozelnasare copTeepa Mozke Ja H3Bpiun U Tpehe nute, y cknany ca YIOBOPOM O HabaBIli,
OJHOCHO oAp;kapaky codreepa.

[Ipe cBake nHCTanauMje HOBe Bep3uje coTBepa, OAHOCHO MOACIIABArA, HEOMNXOIHO Jje HampaBuTH KOTH]Y
noctojeher, kako 6y ce obe3beauna MoryhHOCT MOBpaTKa Ha IPETXOAHO CTAMLE Y CAyua]y HeOUeKHBAHHUX CHTYaLM]a.

19. 3ammuma 00 310ynompede mexnuyxux bezbeonocuux ciavocmu HKT cucmema

Ynan 24.
AJIMMHHCTPATOPH HajMarbe jeTHOM MECeuHO, a Mo noTpebu u yeinhie, BpLIE aHATHIY AHCBHHKA AKTHBHOCTH
(activitylog, history. securitylog. transactionlog ) y unssy uaentudukauuje moreH unjainux cnaboctn UKT cucrema.
Ykosuko ce uaentuukyjy cnaboctu koje Mory ga yrpose 6esbeanoct MKT chcrema. AIMHHACTPATOPH Cy
AY7KHU [Id OMAX H3BPLE [10]e1IaBatbe, OLHOCHO HHCTaAupajy corsep koju he 0TKIOHMTH VousHe caabocTy,

20. Odesoeljusarve 0a akmuenocmu na pesusuju HKT cucmema umajy wimo maro U ymulaj Ha hyHRuuoHucarn e
cucmemnda

Yanaan 25,
Pepusnja KT cucTema ce Mopa BpIIMTH TaKo Ja MMa [ITO Matbi YTHLA] HA MOCTOBHE [POLIECE 3aN0CHEHIX-
KOPHCHUKA.
Vkonuko To Hrje Moryhie y paaHo Bpeme, OHIa ce BPLIM HAKOH 3aBPIIETKA PAIHOr BPEMEHA 3ar0CTeHNx-
KOPHCHHKA, YKj1 O NIOCTIOBHH TTpoliec OMO OMETaH, y3 MPETXOAHY CarflacHOCT IMpeKTopa.

21, 3awmuma no0GMAKA y KOMYHUKAUUOHUM MPeHCama yrwyuyjyhu ypeliaje u godose

Ynanu 26.
Komyrukatmonn kabaoBu 1 kabIoOBN 3a Hamajame Mopajy OMTH MOCTaB/beHH V 3HIY WIH KaHanuiaMa, TaKko
fa ce oHeMoryhn HeoBsaluieH NPUCTYTI, ONHOCHO /la e U3BPILIN H307alMja o Moryher onrrehera.
Mpesxcna onpema (switch, router, firewall) ce Mopa HanmazuTi y sakmyuanom rack opmaty.
AIIMHHUCTPATOPU CY AYKHM [a CTAlHO BpIIC KOHTPOIHH Mperiaef MpekHe orpeme O1aroBpeMeHo
Mpeay3umMa Mepe Vv LHIby OTKIIambatba €BeHTYATHHUX HEeNpaBUIHOCTH.



22. bBeszoeonocm nooamaxa Koju ce npernoce ynymap onepamopa HKT cucmema, kao u usmely onepamopa HKT
cucmema u auua ean onepamopa HKT cucmena

Ynau 27.
Kazna ce npenoc nogataka Bpiin usmehy foMa 31pasiba U APYror JHUA, MOIY CE€ 3aK/bY4HTH CIIOPa3yMH 0
NPeHOCY [0aTaKa i ClIopasyMH O MOBEP/LUBOCTH WM HEOTKPHUBAkLY KOJH caapike oape/de o 6e3beqHOCTH IpeHoca
noaaTaka. )

23. Humarma und)opmayuone 6e30e0HOCHIU Y OKGUPY YRPABBARA CBUM (hazaitd yicusomios yuxayca HKT
CHCHIEMA OOHOCHO 0€108d CUCHIeMa

Yuaan 28.

Hauuu micranuparsa HOBMX, 3aMeHa W oapskapaibe nocrojehux pecypea MKT cucrema o crpane Tpehinx
7MLa Koja HUCY 3arloclieHa y JoMmy 37pasiba, Oulie geduHUCaH yroBOpoM Koju he GUTH CKIONbeH ca THM THIHMA.

AZIMAHMCTPATOPH Cy 3a/y’KEHH 3a TEeXHHYKH HaJ30p Hal peajau3aljoM YrOROpPEeHHX o0ape3a O]l CTpaHe
Tpehnx aua.

O ycnocraebawy Hosor MKT cuctema, oaHOCHO yBohermy HOBMX A€NOBa W H3MeHama nocTtojehiux nenopa
MKT cuctema ailMUHUCTPATOPY BOAE AOKYMEHTALMU]Y.

HokymenTaluja u3 NPeTXOAHOr CTaBa MOpa Jia cafiprkH OMKCe CBUX IpoLeaypa a noceGHo Npoleaypa Koje
ce oaHoce Ha be3benHoct UKT cucrema.

24. 3amwmuma nooamara Koju ce kopucme 3za nompeoe mecmupamwa HKT cucmena oonocno denosa cucmema

Yaan 29,
Ilpunukom TecTUpama CUCTEMa, NOAALM KOJU Cy O3HAUYEHH 03HAKOM TAjHOCTH. OIHOCHO CHYkKOEHOCTH Kao
MOBEP/BUBH MOAALM MW CY JHYHH MOAALUM. aAMHHHCTPATOPH OArOBapajy 3a MojaTke Y CKIaLy ca MpOornucHMa
KojuMa je geduicana ynorpeda v 3alliTUTa TAKBE BPCTE I10aTaKa.

25. 3awimuma cpeocmasa onepamopa HKT cucmema Koja cy 00cmynna npysucaoyuma yceyea

Yaian 30.
Tpeha nuua-npyxkaouy ycinyra u3pane M oipsKaBama COMTBEPA MOTY MPUCTVIIMTH CaMO OHWUM MOAalMMa
KOJM ce Hanaze y Oazama nojaTaka koje cy aeo codTepa KOju Cy OHH U3PAIMIIH, OAHOCHO 3a KOJ€ MOCTOJH YTOBOPOM
AeuHucat IpUeTyr.
A,LL:\rlileldC'l'])Ei’lUpH CY OATrOBOPHH 38 KOHTPOIY [NpHCTYIla W Hal30p Han H3BPLUCHEM YIOBOPEHHX obaseza.
KAO H 34 TIOLITORBAH:E Oﬂpt‘,llGH OBOT" IMpaBHJIHHKA }{{)j HMd CY TAKBE aKTHBHOCTH ,ELS(")HHHC‘E[HE,

26. Qopxeasaise ye080peHo2 HUGOA HHPOPpMALHOHe 0e30C0H0CII 1 RPYNCCHUX PCayed ) CRIA0Y ¢d YCT108UM
KOJjU Cy y2060pen Ci RPYICAOHEM YCTy2a

Yoaan 31.
Jlom 3apapiba Hema CKIOMbeH yrosop ca TpehuM IMLIMMAa 3a [pykaibe yeayra HHOOPMAaluoHe
Ge3denHoCTH.

27. IHpesenuuja u peazosarve Ha 6e30€0HOCHE UHIHOCHME, WLMO ROOPAZYMERd A0CKGUAMHY DA3MEIL)
unpopmayuja o vesvednocnum cradocmuma HKT cucmema, unyudenmusa u npemnama

Yaan 32.

Y cayuajy OM10 KakBOr MHUMASHTA KOJM MOKe Ia yrposu Oe3bennoct pecypea UKT cucrema, 3anocienu-
KOPHCHHK je Jy’KaH 1a ojMax 00aBecTH aJIMUHHCTPATOpE.

[To npujemy mpHjaBe aIMHHUCTPATOPH CY IYJKHHM Ja ofMax obaBecTe TUPEKTOPA JIOMa 3/1paBiba U TPey3Me
Mepe y inisy 3amtute pecypea MKT cucrema,

VKOJIMKO €€ paau O MHUMIAGHTY KOjW je Ae(MHMCAH y CKAamy ca Ypeadhom O MOCTYIIKY J0CTaBibakha
noaaraka. JIMCTH. BPCTaMa W 3Ha4ajy MHLMACHATA M MOCTYIKY 0D0aBelITaBakha O MHIMICHTHME Y WHGOPMALMOHO-
KOMYHHUKaLIMOHMM CHCTeMMMA 07 noceOHOr 3Hauaja, aAMHHUCTPATOPH CY AVIKHH /14 [10pe/l 1HpeKTopa obaBecte i
HAIJIEKIIM Opray AeMHUCcaH 0BOM ypeadoM.

AJIMUHUCTPATOPH BOJE EBMACHUM]Y O CBMM WHIMICHTAMA, KAO M MpHjaBaMa WHUMASHATA. Y CKIaLy ca
ypeaboM, Ha OCHOBY Koje, TPOTHB OATOBOPHOT WA, MOTY a C€ BOZEe MUCLMIUTAHCKH, MPEKPHIAJHH MITH KPHBHYHH
MOCTYTIIHA.



28. Mepe Koje o0e3beljyjy Konmunyument 06aebarba ROCIA Y 6AHPEON UM OKOIHOCMUMA

Yoaau 33.

VY cayuajy BaHPEIHMX OKOIHOCTH, KOje MOTY 1a A0BeAY N0 M3MewTara MK cucrema, AIMHHHUCTPATOPH CY
ayxHu pa y Hajkpahiem poxy npenecy aenose MKT cucrema (wmm obesbene ¢yvHKLMOHUCAIE DPEIYLAHTHUX
KOMIIOHEHTH Ha Pe3epPBHO] JIOKALM]M VKOJIMKO M0CTOje) HEeONX0He 3a (DYHKUMOHHUCAMLE Y BAHPEAHO] CHTYALU]U HA
pesepBHY TOKallMjy. Y CKIamy ca MJ1aHOM pearoBara y BAHPETHHM 1 KPU3HHUM CUTYallHjaMa.

Henose MKT cucTema koju HUCY HEONXOAHH 3a QYHKIIMOHHCARbE Y BAHPEIHHM CHTYALlMjaMa, CKIaTHIITe ce
Ha Pe3epBHY JOKALK]Y. KOJY OAPear IUPEKTOP A0Ma 31paBba.

CrnagnwTere nenosa MKT cucTema Koju HHMCY HEONXOAHH, Ce BPLIKM Tako aa onpema Gyne Ge3deiHa u
obenexkeHa, y CKAaly ca eBHASHLN]OM KOja Ce O Q] BOJIH.

29. Himena Ilpasuanuxa o dezdednocmu

Yaan 34,

V cayuajy HacTaHKa MpOMeHa KOje MOTY HACTyNHTH Y€l TEeXHUIKO-TEeXHOTOIKHX, KaIpOBCKUX.
opranusanornx npomena y MKT cueremy u norahaja Ha rnodanHoM W HALMOHATHOM HHUBOY KOJH MOTY HApYLIHTH
UHDOPMALIMOHY 0e30€1HOCT, aAMUHUCTPATOPH CY y:KHU Aa oOaBecTe AMPEKTOpPa. KAKO OH OH MOTao aa NpHCTYIIH
M3MEHM OBOI' [IPABHIIHMKA, Y UMby yHanpeleme mepa 3aliTuTe, HAYMHA W NPOLEAYpPaA MOCTH3aha U OlpikaBatba
ajiexBatHor HuBoa Oesdennoctn MKT cucrema, kao v NpedclMTHBame OBiauiiera W OATOBOPHOCTH YV BE3W Cca
be3bennowhy 1 pecyperma MKT cucrema.

30. IIposepa HKT cucmema

Yanan 35.
[posepy MKT cucTema Bpuie aaMHHUCTPATOPH.
O u3BpLUEHO] [IPOBEPU CAUMIbABA CE U3BELUTA], KOJM CE J10CTaB/ba AMPEKTOPY Ha VBUIL,

31. Caopocaj useewrmaja o npoeepu HKT cucmena

Youan 36.

Hzsewtaj o nporepun MKT cucrema canpsxu:

1) nazue oneparopa UKT cucrema koju ce mposepana;

2) BpeMe Mnposepe;

3) monauu o JIMUMMA KOja Cy BpLLIMIa HPOBEpY:

4) W3BelITd] O CTIPOBEIEHHUM pabaMa MPOBEpE;

5) 3aKJbyUKe MO MUTamy yCKIal)eHOCTH OBOT TIPABUIIHMKA Ca IPOMUCAHUM YCIIOBAME;

6) 3aKIBYUKeE M0 MUTaY aJeKBaTHe NpUMeHe NpeaBrheHUX Mepa 3aliTHTe ¥ ONlepATUBHOM Paiy:

7) 3aKkibyuKe MO NHUTamy eBeHTyarnHux Oe3benHocHMX cnabocTH HA HHBOY TEXHHYKHX KapaKTepHCTHKA
komnoHeHTH MKT cuctema;

8) oueHa vkynHor HuBoa uxhopmaluore He3denHocTH:

9) npeanor eBeHTYANHUX KOPEKTHBHUX Mepa;

10) mornuc oaroBopHor nuua koje je crposeio npoeepy UKT cucrema.

32. Ipenasue usagpuine oopedde
Ynan 37.

Ogaj [lpaBuiiHMK CTYMA HA CHATY W MPHUMErbYje Ce 01 JaHa JOHOLICHhA U MMa ¢¢ 00jaBHTH Ha Or1acHo] Tabau
1 MHTEPHET CTPaHULMA 10Ma 31PaBIba.

1o (PQULEN 'e”
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OGjaBbEHO Ha ornacHoj Tadiu
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